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Summary

Payment Services Directive (EU) 2015/2366 (PSD2), issued by the EUROPEAN 
PARLIAMENT and the COUNCIL on Nov 25th 2015, 

• came into force on 13 January 2016

• abolished Directive EU 2007/ 64 CE (PSD),

• is intended for consumers, companies and payment service providers,

• is subjected to transposition by Member States for being applied by 13 January 2018.

The Directive defines an updated legal framework for payment services within the 
European Economic Area (28 EU Member States plus 3 EEA States Members such as 
Norway, Iceland and Liechtenstein). 
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PSD2 expectations
The scope of the provisions of the Directive has 4 main implication areas:

Legal: as a system of regulation of the payments market, 

Economic: aiming to increase fair competition among market players avoiding 
discrimination against any existing player on the market and to promote convenience to 
customers,

Business: stimulating new opportunities for operations and the establishing new roles 
and new players, typically non-bank, call for operating as payment institutions, 
alongside the traditional operators, offering new services relying on the accesses to 
customer’s accounts for informative and dispositive purposes,

Technical and Security: with respect to SCA and the CSC under the objective to drive 
innovation based on the principle of technological neutrality. For the first time the 
European lawmakers have taken the step to enter security requirements into an 
European law.
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PSD2 expectations
PSD2 aims to : 

• strengthen the integrated payments market across the European Union (EU),

• ensure a consistent application of the legislative framework, 

• promote fair conditions for competition, 

• provide a secure framework for operational payments environment and 

• protect consumers.

which raises several implementation challenges since several objectives are potentially 
conflicting and competing with each other. 
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PSD2 Rationals 
It will be indeed a break with the past, oriented to change the habits and experiences of users 
interacting with the traditional payment Institutes within any national payments market in Europe. 
Therefore it is meant to last a long time. It collects:
 
  the need for an economic recovery in the Euro Area 
  an interest to use more effectively the customer data
  the need to respond to the pressure from external operators interested in entering the 

market of payment services, traditionally closed, to take profit from customer data processing

It's definitely a change of perspective: actors, relationships, dependencies will change. It's a new 
way to consider the banking services. 
Speaking of open banking will not mean encouraging the entry of new clients but rather to ensure 
that new actors are delivering new services. Under this pressure, banks themselves will open the 
archives of personal and economic customer data to create a new way of operating under the 
threat of a replacement of roles and disintermediation of business relations.
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PSD2 Rationals 

PSD2 is an innovative law, facing the current most relevant payment issues, therefore at the 
centre of current discussions. 

PSD1 did succeed in introducing a first wave of competition into the payments market 
across the EU as more than 2,000 payment and electronic money institutions received 
authorisation across the EU so resulting in higher competition and significantly reducing 
the costs of payment transactions in the EU.
 
PSD2 opens the payment markets even further, by introducing two new types of services: 
account information (AIS) and payment initiation services (PIS).
By adding these services the lawmakers have decided to allow non-bank competitors to 
access the payment accounts of banks’ customers, for the purpose of retrieving account 
information or initiating a payment transaction. 
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Subject matter, scope and 
definitions

Authorization of payment 
service providers and EBA 

register

Transparency of conditions and 
information require-ments for payment 

services

Rights and obligations in relation to the 
provision and use of payment services

Transitional pro-visions, 
amendment of other 

regulations, transposition

Delegated acts and 
regulatory technical 

standards

= Title with direct  impact on  Banks

Payment Services Directive structure

Source PPI AG - revised



 

 

The liability amount for 
consumers is reduced 

for  unauthorised 
payments. Revised 

rules for surcharging

Overview 
of new regulatory 

requirements 

The scope will be 
extended to Non-

EU/EEA currencies. This 
also applies where only 
one PSP is located in 

the EU/EEA
The current 

exemptions, e.g. for 
limited networks, are 
specified or restricted

Market access 
extended to PISPs and 
AISPs, as new Payment 
Institution subject to new 

requirements

EBA received extended 
competencies, with the 
task of developing new  
European supervisory 

standards

Stricter security 
requirements for 

executing and 
processing electronic 
payments as well as 

data protection for  the 
customer

The new Regulation at a glance

Source PPI AG - revised
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PSD2 – Main cathegories of changes
A

DB

C



11

 

 

1

Out of scope In scope

EU border

European Economic Area (EEA) European Union (EU) Rest of World

23

Iceland: Icelandic króna (ISK)

Liechtenstein: Swiss franc (CHF

Norway: Norwegian krone (NOK)

Switzerland: Swiss franc (CHF)

USA: United States dollar (USD)

(…)

Bulgaria: Bulgarian lev (BGN)

Croatia: Croatian kuna (HRK)

Czech Republic: Czech koruna (CZK)

Denmark: Danish krone (DKK)

EU: Euro (EUR)

Hungary: Hungarian forint (HUF)

Poland: Polish zloty (PLN)

Romania: Romanian leu (RON)

Sweden: Swedish krona(SEK)

1

2

3

Regional and Currency scope A
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Requirements aiming to protect customers
a) In the event that the maximum execution time is exceeded, each Payee’s PSP must ensure, 
upon the request of the Payer’s PSP, that the credit value date for the Payee’s account is no later 
than the date the amount would have been credited if the transaction had been correctly 
executed.

b) In the case of an unauthorized payment transaction, the payer can always claim refund the 
entire amount from his/her ASPSP no later than by the end of the following business day. 
PSD2 provides refund rights as an exception on the irrevocability of a payment transaction. 
Whenever a PSU initiates a payment transaction through a PISP, the burden of proving proper 
authentication and accurate recording falls to the PISP. If a PSP fails to use a SCA, it will bear 
the full financial loss, even in the event of gross negligence of non-compliance with the terms of 
use by the customer

c) In case of card-based payment transactions where the exact transaction amount is not 
known in advance, the payer is requested to give consent for a predefined maximum amount 
(for example in car rental contracts). 

d) Maximum liability regime: The maximum amount for which customers can be held liable in 
case of a lost/stolen payment instrument was reduced to 50 EUR

B



13

Security impacts
PSD2 articles with higher impact on security are referred to:
 

1. new types of payment services and relevant operators 
2. Strong customer authentication and credentials protection requirements 
3. new open standards for secure communication with Third Parties. A key provision of PSD2 

relates to the “access to accounts” rule (a.k.a. “XS2A”), forcing the incumbent PSP to grant 
access to new third party providers to the accounts of their customers in a regulated and 
secure way

4. Security and Risk Procedure: Each PSP will be required to draw-up a security policy 
document, security risk and security incident management procedures

5. Regulatory reporting. Under PSD2, the local authorities have a supervisory power to:
a) assess the information provided by the PSPs and express concerns with regard to AML / 
KYC / data protection requirements 
b) require the PSP to establish a contact in charge for periodically reporting on activities 
about operational and security risks and major security incidents 
c) require for taking preventive and corrective measures in situations where immediate 
action is required in view of the collective interests

C



 Types of financial institutions licences

 PI: “payment institution” means a legal entity 
that has granted authorisation to provide and 
execute payment services throughout the 
Union

 PISP: “ payment initiation service” means a 
service to initiate a payment order at the 
request of the PSU with respect to a payment 
account held at another PSP

 AISP: “ account information service” means 
an online service to provide consolidated 
information on one or more payment 
accounts held by the PSU with one or more 
than one PSP
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PSD2

Payment Institution (PI)

Max.

Min.

Credit Institution (Banks)

Payment Initiation 
Service Provider (PISP)

Account Information 
Service Provider (AISP)

The certification rules for PIs do not apply to any credit institution
Source PPI AG

D
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Roles defined for the counterparts of the payment

DEFINITIONS

The Directive standardizes all the Payment Institution under the name of PSP 
(Payment Service Provider), distinguishing the different types of services they 
provide, as follows:

 PISP: payment initiation services provider, which initiates payment transactions 
between a payer and a payee 

 AISP:  account information services provider, which runs information functions 
on the accounts and cards a customer owns on different banks

 CISP: payment service provider issuing card-based payment instruments drawn 
on accounts held at another bank

 ASPSP: Account servicing payment service provider, i.e. the bank where the 
count is held 

 

D
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PISP - Payment Initiation Service Provider

CHARACTERISTICS

 It has a primary role of interface with the user in the execution (initiation) of a payment 
transaction. The Bank will continue to be directly reachable, but the customer has to 
decide what operations to perform through a direct channel or an indirect channel 
according to the type of operations that must be performed and to the preferences on 
the interface made available

 It does not hold client’s funds

 It has technical expertise and can offer digital functions to customers 
 It establishes an interaction with the Bank regardless of a contract relying on a pure 

technical interface
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Use Case A – PISP – Payment Initiation Service Provider
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Use Case B - PISP – Refund of Payment
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AISP - Account Information Service Provider

CHARACTERISTICS

 It collect and process information on the balances and payment movements of 
current account owned by a customer at more banks 

 It does not take part to any order transactions 

 It has rapid positioning capabilities on the new services market
 It can study the habits and the behavior of customers to meet their needs and to 

anticipate the preferences

 It is the customer who decide whether to use this service depending on the interface 
and on the range of ancillary services that will be offered

 It can be approximated to the current consultation function of an e-wallet on multiple 
cards issued by different institutes
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Use Case C - AISP – Account Information Service Provider
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CISP - Card-based Payment Instrument Issuing Service Provider, or
PIIS   - Payment Instrument Initiation Service  

CHARACTERISTICS

 It will issue debit cards, so giving the opportunity to increase customer loyalty 
leveraging on an exclusive relationship (e.g. the cards, for example, issued by large 
retailers)

  It will not need to hold funds to issue debit cards

 It will query the Banks holding the funds using an availability verification function to 
know if a specific expense amount is covered (funds checking)

 The issuing of debit cards approximates that of credit cards
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Use Case D - PIIS – Payment Instrument Issuing Serv. Prov.

 



Card-based Payment Instrument Issuing Service 
Provider

Merchant’s AS PSPPayer’s AS PSP

PSP

4

1

1a

5
6

3

2

3 6 

MerchantPayer

1. Consumer signs an agreement with another PSP that offers the 
alternative debit card and issues the new debit card with the necessary 
credentials (PIN code = strong authentication).

1a. The consumer gives consent to his bank, identifying the PSP to    
whom, if addressed, the bank should give the answer on the availability of 
the funds. 

2. At POS with the merchant the consumer initiates the card payment by 
entering his PIN code (strong authentication). 

3. The Merchant’s PSP (Merchant’s bank) requests the confirmation on 
the availability of funds to the PSP who issued the payment card

4. The PSP requests the confirmation on availability of funds to the 
Consumer’s bank where the consumers account is.

5. The Consumer’s bank gives a simple yes/no answer about the certain 
amount of funds to the PSP.

6. The PSP sends the answer to the Merchant via the Merchant’s bank 
and the card transaction at the POS can be concluded or denied in the 
case of insufficient funds.

7. Meanwhile, if agreed with the consumer, his bank sends him 
information that there has been a request of confirmation on the 
availability of funds from a specific PSP and the answer that it gave.

Logic of interaction
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          PISP  AISP      CISP

(PIS services logic - Source: Dutch Payment Association) - 

Merchant’s AS PSPPayer’s AS PSP

PSP

4

1

1a

5 6

3

2

3 6 

MerchantPayer

(CIS Services logic - Source: EBF) (AIS services logic - Source: Dutch Payment Association) -  
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Implications of the Directive

 The new parties are officially recognized as Payment Institution

 It is the customer the central subject that activates the service contracts and 
establishes the trust to all parties

 No formal activation of a relationship (neither agreement, nor contract, nor contact) 
is requested between Banks and TPs. The interaction will be based on a technical 
interface during the authentication process, the information access or the payment 
initiation

 Possible contacts will occur in case of a not recognized operation by a client to 
identify the responsibilities of a possible fraud and to manage a dispute

 It will be the Bank to meet "without delay" customer refund instances as a first step 
incurring in claimed charges and to conduct investigations to determine the 
responsibility
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Strategical developments for Banks

How can the Banks answer? Banks must think of:

 repositioning their role in payment systems,

 a digital revitalization. It can already be noticed the tendency of some of them to 
strengthen their role of digital operators, to be ready to face the challenge, to learn 
how to deal with contents, services, tools and reports the new digitized 
customers are asking for,

 the comparison with the “Uber case” arise spontaneously: purely digital access to the 
service functions, pervasiveness of mobile interface as the very essence of the 
service, ease of access and navigation, a very wide range of information, attention to 
even implied needs of the customer, assurance of the execution of the transaction, 
quality of service perceived corresponding to what proposed.


What prevents banks to apply this also to the payments industry?
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Strategical developments for Banks

BANKS TOWARD THE AISP ROLE

 Today, banks are taking too long time for the development of new IT capabilities. However 
they can rely on other companies to shorten development time and introduce new external 
services integrated with their own. For this purpose, for example, it can be studied the model 
of interaction and collaboration, even outsourcing, among a Bank and an AISP.

 An AISP will be able to develop in a short time IT services to a customer who wants, for 
example, to analyse the time course of his account with a graphical view, to know the 
weight of his own movements in debit and credit aggregated by categories, to evaluate any 
periodicity of the movements and balances, to estimate temporal projections, to set alert 
thresholds or due dates for deciding when to make payments, to carry out comparative 
analysis of management costs by different institutes at which he has an account, to 
simulate market valuations on average costs offered by different banks in order to have 
more transparent services, including the time for executing relevant movements etc.
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 The new released RTS Draft about SCA and CSC
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EBA’s mandate

REGULATORY TECHNICAL STANDARD and GUIDELINES

EBA received the mandate to develop 11 appropriate detailed technical interoperability Standards 
in form of Guidelines and Regulatory Technical Standard which, once ratified by the European 
Commission (EC), will be an integral part of PSD2:

 6 RTS that, once adopted by the EU Commission, are directly applicable since don’t require 
national transpositions,

 5 Guidelines which become effective only when they will be transposed into national 
legislation by the competent authority of the Member State. 

Three of above documents have direct impact on security:

 RTS about SCA and Common and Secure Open Standard of Communication,

 Guideline about management and reporting on security incidents,

 Guideline about Reporting of operational and ICT Risk assessment under the SREP.
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Timeframe for RTS about SCA e CSC

DISCUSSION 
PAPER

CONSULTATION 
PAPER

FINAL RTS 
DRAFT

FINAL RTS

DISCUSSION
PAPER 

published with 
initial 

porposals 

13.1.2016
PSD2 was 
enforced 

118 
Replies

CONSULTATION 
PAPER 

published to 
collect opinions 
and achieve a 
common view 

224 
Replies

Final RTS 
draft from 

EBA 

Acknowledgm
ent by EU 

Commission

13.1.2018 
PSD2 to be 

transposed into 
Member State’s local 
law and to be applied 

Initial term for 
application of new 
rules about SCA 

and CSC

DEC15 FEB16 AGO16 OCT16 FEB17 MAY17 ? NOV18 ?
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The EBA received 224 responses, which does not only represent the highest 
number ever received to any of EBA consultations, but has also provided the 
EBA with a very representative view of all stakeholders. 

The EBA identified 300 distinct concerns and clarification requests by 
respondents. Each of these concerns was listed in a 100-page feedback table 
published as part of the final draft Standards, including the EBA’s assessment of 
which changes were made to the text as a result. 

Outcomes from the Consultation
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Authentication code

In cases where the SCA is expected, this must be based on the generation of an authentication 
code for which the following clauses apply:

 when the generation fails it must not be possible to identify which element that composes it 
has been inserted incorrectly,

 the number of failed attempts that can be performed consecutively within a certain period of 
time and after which the authentication must be temporarily blocked can not be greater than 5,

 the user must be alerted before the block becomes definitive and in any case the user must be 
equipped with a safe procedure to regain operation,

 communication sessions must be protected from improper capture of authentication data 
and prevent manipulation,

 A user must have a max timeout of 5 minutes of inactivity to not loose his authentication 
session.
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Recurring aspects of the last RTS version addressing risk 

The following aspects systematically recur: 

 Predetermination of events which imply a risk of fraud or other abuse and 
identification of abnormal behavioral patterns of users,

 Risk Calculation according to quantitative models,
 Monitoring of fraud as part essential to the risk analysis and the possible adoption of 

exemptions to the SCA according to case histories,

 The exemptions, where allowed, are always inspired by the need to promote the 
convenience and ease of operation for end users,

 The measures to protect the confidentiality and integrity of the PSC are associated 
with those necessary to protect authentication devices and software deployed, when 
linked to the customer's identity. 
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Security measures 

 The security measures for the application of SCA and its exceptions should be 
documented, tested, examined by independent auditors and made available to the 
Authorities upon request.

 To protect the transactions to fraud risks, the principle of dynamic link to the specific 
amount and payee is stated.

 The security codes, including those involving dynamic linking, must be based on 
technologically independent solutions secured using cryptographic keys or 
cryptographic  devices. 

 The three elements on which SCA relies on (knowledge, possession, inherence) must 
be independent among them in the sense that the violation of one must not 
compromise the other. When even one of these elements is used by multifunction 
devices (e.g. mobile phone), mitigation measures should prevent the impairment (e.g. 
separate execution environments or systems shall assure a device as non-tampered).



35

Exemption conditions to SCA 

PSP are exempted from the application of SCA to allow customers to operate in a simplified 
manner:

a) in the case of operations already identified as low risk, such as:

 consultation of the balance or movements of the last 90 days without access to sensitive 
payment data (unless either the first time or from when the SCA had not been applied for more 
than 90 days),

 contactless payments at point of sale (for amounts less than 50 EUR or for transactions 
whose cumulative value since the last application of SCA is less than 150 euro or where the 
number of consecutive operations without SCA is less than 5),

 for payments at so-called “unattended terminals” for transport or parking fares, 

 transactions initiated by the same payer to pre-defined recipients or for repetitive operations 
in terms of amount and beneficiary (except the first time or in case of modification of the list of 
beneficiaries),

 transfers between accounts belonging to the same customer or within the same institution.
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Exemption conditions to SCA

 Low-value remote payment transactions (up to 30 euros or whose cumulative amount of previous 
remote electronic payment transactions initiated by the payer since the last application of SCA does not 
exceed EUR 100 or the number of previous consecutive individual remote electronic payment 
transactions without SCA is lower than 5)

b) in case of payments made through a remote channel identified by the PSP as low risk on the 
basis of a Transaction Risk Analysis (TRA), which shall satisfy all the following conditions:

The PSP may be exempted from applying strong authentication (and dynamic linking) of the client, based 
on a specific analysis of the risk (TRA) associated with the specific type of transaction, provided that: 

 the evidence that result from TMM must be translated into a risk score on a real-time base,
 the specific amount is lower than the Exemption Threshold Values (ETV), values to which fraud rates 

threshold in percentage are referred. The derogation applies only to transactions below € 500 euro,
 a table, which distinguishes the card services and bank transfers, refers the max acceptable levels of 

fraud rates to which the PSP must refer its actually suffered fraud rates, calculated on a quarterly basis.

Above measures are requested as incentives to strengthen the protection of customers.
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Exemption principle based on TRA

The overall fraud rate is calculated as the total value of remote unauthorized or fraudulent 
transactions, regardless of whether the funds were recovered or not, divided by the value of all 
transactions relating to the same type of payment instrument, on a quarterly basis.

EBA has defined several threshold amounts so that a lower rate of fraud corresponds to a 
higher threshold and thus to a higher number of cases of possible exemption.

Es. for card-based payments, if a PSP can prove that it suffers fraud rates of less than 0.13% but more than 0,6% on 
quarterly moving average basis, it can be exempted for transaction up to 100 € .

Reference Fraud Rate (%) for:

ETV
Remote card-based 

payments
Credit transfers

€ 500 0,01 0,005

€ 250 0,06 0,01

€ 100 0,13 0,015
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Transaction Monitoring Mechanism (TMM) – Risk factors 

The real-time TMM that support the TRA in identifying fraudulent or unauthorized 
transactions must take into account some risk-based factors : 

 the amount of each transaction,
 the user's behavior in normal situations regarding the use of its own PSC,
 a list of compromised or stolen security elements, 
 know frauds scenarios in payment transaction processing, 
 signs of possible malware infection in any authentication session.

In case the exemption from the SCA is considered, the scoring via TMM should also identify:
 

 no abnormal spending patterns of individual users,
 no cases of unexpected user behavior with respect to its history,
 no unusual information about the device or software access if provided by the PSP,
 no known frauds scenarios in payment transaction processing,
 the location of the payer and the beneficiary at the time of the transaction is not abnormal,
 rates of fraud on remote payments, for the specific PSP, associated to a specific thresholds 

amount.
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Additional requirements in case of exemption based on TRA 

PSPs are required to:

 notify the competent authority their intention to make use of the exemption model 
based on "transaction risk analysis“,

 regularly monitor, per channel, the value of the unauthorized payment transactions 
and the value of the fraud rates incurred, distinguishing between cases of 
authenticated transactions via SCA and not,

 regularly review the model and update it relying on monitoring data,

 subject to independent audit the model and the data used for the calculations, 
according to the TRA,

 document and make available, on request, to the competent Authority the 
methodology of risk analysis and the data used to calculate rates of fraud.
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Additional requirements in case of exemption based on TRA 

PSPs are required to:

 ceasing the application of the exemption if the rate of fraud detected for a given 
payment instrument, for two consecutive quarters, exceeds the rate of fraud reference 
corresponding to € 100 ETV threshold,

 not to restore the exemption until the rate of fraud was reduced under this threshold 
for an entire quarter evidence to the competent authorities can be provided for an 
adequate rate,

 notify to the competent authorities an excess of the threshold fraud rate compared 
to the defined standard values and provide a description of the measures taken to 
fall again below the thresholds,

 A PSP can always decide to restore the SCA to a specific transaction in the presence 
of an increased risk of fraud,

 The PSP of the payer has the last word and therefore the responsibility in deciding the 
extent of the exemptions. 
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Security measures reviewed by Audit 

 The security measures must be documented, periodically verified and audited by 
qualified personnel according to the evaluation schemes of the PSP.

 The frequency of audits shall comply with the rules established by the PSP; in case 
of use of exceptions to the SCA, the methodology, the model and the rates of fraud 
detected must be audited at intervals not exceeding 1 year.

 The audit must assess compliance and adequacy of security measures of the 
PSP in respect to the requirements identified.
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Confidentiality and integrity of PSU credentials

 The PSP must ensure the confidentiality and integrity of the credentials 
and the authentication codes of the users at all stages, including the display, 
transmission and storage.

 The PSP must ensure the univocal association of credentials, authentication 
devices and software with the user's identity to which they relate.

 The PSP must ensure safe delivery of credentials to prevent loss, theft or 
unauthorized copies; similar measures should be adopted for the renewal or 
reactivation, destruction or deactivation.
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Access to account on TPs side

 TPs will have access only to those customer information needed to provide the service 
expected on the basis of a mandate for a specific account or on the basis of an individual 
request

 PISPs can access to payment accounts to initiate an online payment at the customer’s 
request only.

 TPs must identify themselves as they present themselves to ASPSP and all the parties can 
communicate and exchange data only under secure encryption solutions.

 The PSP must set up solutions and processes to ensure that all payment transactions and 
interactions with PSUs and other parties, including e-merchant, are traceable to ensure the 
knowledge of all significant events in the relevant phases.

 Each communication session established with various parties must be based on the following 
information: unique identifier of the session, transaction logs (including the transaction 
number and the time stamp based on a centralized synchronization system) as well as 
transactional data.
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Data exchange
Banks are required to :

 Provide AISP with the same information from the accounts and the payment 
transactions that are made available to the PSU when it directly access its accounts, 
provided that this information does not contain sensitive payment data,

 provide PISP with the same information referred to the transactions initiated and to the 
state of execution of the transaction when executed directly by the PSU,

 provide CISP with a "yes" or "no" reply about the amount available for the execution of a 
payment,

 Send a notification message that explains the reason for an unexpected event,

 provide the same level of availability and performance as the interface used by their own 
customers, as well as to provide the same level of contingency measures in case of 
unplanned unavailability.
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Data exchange

AISP must:

 have effective mechanisms in place to prevent access to information other than those 
relating to payment accounts and to associated payment transactions, according to the 
explicit consent of the PSU,

 access to the information according to the service agreement whenever the user request it, and 
in no more than four times a day unless otherwise agreed with the ASPSP and the PSU.

PISP must:

 provide ASPSP with the same information requested by the PSU when it directly initiates a 
transaction unless the collection of additional information is agreed between all parties to 
provide the service,

 the current practice of TP access without identification, sometimes referred to as 'screen 
scraping', will no longer be allowed once the transition period under the PSD2 has elapsed 
and the RTS applies.
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Open Standard of communication

The communication between the different parties must be:
- based on Open Standards
- safe, that is, act on elements that ensure the confidentiality and integrity.

The TP will have to be in a state of accreditation recognized by a Member State and 
be identified at the site of the Bank through an exchange of certificates on which all 
subsequent authentication processes are based. 

As of now no defined industry standards exist for secure communications and the 
regulatory prescription is exposed to various possible developments:
- Each bank might develop its own API and issues them to other parties,
- National agreements are developed between banks under a common interest,
- European Standardization Bodies promote harmonization agreements.



47

Open Standard of communication: APIs 

 Application Program Interfaces (c.d. API) can be seen like a process whose behavior is 
known by means of the abstraction of the functionality. They are interface routines 
callable by external procedures for establishing connections with TP, based on 
protocols to run predefined functions.

 Banks are requested to make APIs known to TP and to keep up-to-date the 
documentation that describes how these interfaces work in order for the TPs to develop 
their own interfaces of the communication protocol for accessing to account information and 
payment transactions (Art. 98). Such an external interface is commonly referred under the 
term Open API.

 According to the RTS, the PIS service will take place at the time a customer ask for it. On 
the other side AIS service will be probably requested, regardless of a customer request, 
four times a day, for updates. This point raises both aspects of authentication and 
communication standards when a TP is requesting access independently from a customer 
demand, and of business models depending on the detail and information content to be 
made available.
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Open Standard of communication: Interfaces

 The ASPSP are obliged to offer at least one interface to enable TPs to identify to and securely 
communicate with the ASPSP itself. This one may be based either on a dedicated interface or 
be formed from the same interface offered to customers when accessing directly to the 
bank. In case of unforeseen events, it must be assured the same level of performance, 
availability and emergency measures, than the service offered to customers.

 In turn, TPs would have to adapt their systems for interacting with each ASPSP, as well as for 
the efficient provision of services to its customers. 

The interfaces have to:

 allow ASPSP to start TP’s Authentication
 ensure that the communication sessions between the parties are established and 

maintained throughout the authentication time
 ensure the integrity and confidentiality of the PSC and of the authentication code transmitted 

by or through the TP
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Open Standard of communication: Interfaces

To allow TP to develop their respective technical solutions, the ASPSP must:

 ensure that their interfaces follow communication standards issued by international 
standardization bodies,

 ensure that their interfaces use the elements, components and definitions of financial 
messages included in the ISO 20022 standard in order to ensure interoperability,

 publish on its website a summary of the documentation,

 document and make available upon request the technical specifications of the 
interfaces (including routines, protocols and tools) necessary to TP who have applied 
for permission to allow their programs to interoperate with ASPSP systems,

 ensure that any modification to its technical specifications is made available to the TP 
at least 3 months in advance from the date of implementation,

 offer functions to allow the TP to test the technical solutions.
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Open Standard of communication: Interfaces

To ensure the efficiency of interfaces, ASPSP must:

 monitor the availability and performance of dedicated interfaces and make available the 
relevant statistics to the competent Authorities,

 in case of performance lower than those directly supplied to customers, the ASPSP must 
report it to the competent Authorities, including the causes and the measures taken to 
restore the level of service without undue delay,

 restore service levels without undue delay,

 include plans and emergency measures in case of unexpected unavailability, including 
communication and recovery plans or alternative options,

 provide notification messages that allow each party to reveal to the others unexpected events 
or errors,

 TPs using dedicated interfaces made available by ASPSP, shall have the right to report to 
appropriate Authorities any deficiencies once the fact has made known to the ASPSP itself.
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Security of communication sessions

The PSP participating in the exchange of data via the Internet must ensure that:

 strong encryption techniques are applied and recognized by the parties throughout the 
communication session to ensure the confidentiality and integrity of data

 access sessions offered by ASPSP should be as short as possible

 in the case of many active parallel sessions with an ASPSP, the TP must ensure the unique 
and secure connection with the respective PSU to avoid that any message can be routed 
incorrectly

 unambiguous session references must be established per request as well as per user both 
for transactions and for funds check requests

 in case of PSC identification code or authentication codes exchange these can’t never be 
readable by any staff member under any circumstances; in case of theft or loss the PSU 
concerned and the institution that issued them must be informed about.
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Standardization working group

 To support the objectives of PSD2, and thus to identify a common interface, the ECB 
itself, through its ERPB organ, recently triggered the identification of interoperable 
standards.

 The need that led to a clearer approach to the latest version of the RTS and the launch 
of new working groups for identifying common standards was the risk that a too open 
area of interfacing solutions would lead to excessive fragmentation at 
geographical, sectorial of parties that would threaten the primary objective to 
harmonize and integrate the payments market and to stimulate competition based 
on fair and objective relations.
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Standardization working group

 The working group took on board all relevant stakeholders, including representatives 
of: ERPB member associations, European standardisation initiatives, PISPs and 
AISPs, ECB, some NCBs, EU Commission, E-Commerce Europe (demand side) and 
the European Payments Council (supply side) members. 

 
  The working group is expected to prepare a report by June 2017 covering the 

technical, operational and business requirements needed for the provision of 
efficient and integrated services. The working group shall focus on technical 
requirements and on those operational elements (in particular the directory service) 
more time critical. This timeline should leave sufficient time for implementing all 
conditions identified by the ERPB as critical by the time the EBA RTS start to apply, i.e. 
around the end of 2018.
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Other regulatory requirements referred by RTS 

 To promote technological neutrality and to allow future innovations, references to some 
international standards (e.g. ISO 27001) or to technologic specifications (e.g. HTTP) were 
deleted from the initial version.

 To ensure interoperability, the components and the definitions of financial messages are 
required in accordance with the ISO 20022 standard.

 PSP must be identified by qualified certificates for electronic seals as defined by art. 3 
(30) of the EU Reg. 910/2014 (eIDAS) or by qualified certificates for website 
authentication, as defined in art. 3 (39).

 For the purposes of this Regulation the registration number provided by the All. III of the EU 
Reg. 910/2014 (eIDAS) must be the authorization number assigned to the TP, available 
on the Public Register of the Member State as required by art. 14 of the EU Directive 
2015/2366 (PSD2) or according to the authorization of the Credit Institutions in 
accordance with Art. 8 and 20 of Directive 2013/36 / EU (CRD IV)
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Acronyms 
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